MASS SURVEILLANCE
IN THE MAGHREB
AND MASHREQ

A critical analysis
to protect civil society

EXECUTIVE SUMMARY

In recent decades, technological development and digitalisation have facilitated the
emergence of new, increasingly widespread and intrusive surveillance and monitoring
techniques, which pose new challenges for protecting human rights.

This report analyses how governments and companies in the Maghreb and Mashreq re-
gion use advanced digital surveillance technologies to control and repress civil society,
differentially affecting migrants, women and the LGBTIQ+ community. These technolo-
gies, developed mainly by companies from the Global North, have created a context of
mass surveillance that threatens fundamental rights such as freedom of expression, pri-
vacy and the right to information. Emerging technologies are acquired with the argument
that they improve national security and adapt to new forms of crime. Still, they restrict
the space for political participation and increase social control.

This report complements the one published previously, focusing on the use of mass sur-
veillance technology in Europe. The combination of both reports provides an overview of
the use of these technologies and their impact on civil society in the Mediterranean region.

The report makes a specific analysis of the situation in 9 countries
in the region:

« Morocco: Digital repression in Morocco includes the use of spyware, such as Pe-
gasus, and online trolling used to defame and harass figures critical of the system.
Activists and journalists are particularly vulnerable, suffering smear campaigns with
misogynistic connotations. This repression is backed by opaque legislation and in-
trusive technologies supplied by companies from the Global North.

« Western Sahara: Following the end of the truce in 2020, repression and survei-
llance of the Sahrawi population have intensified. Backed by advanced technology,
including military collaboration with Israel and the implementation of drones and di-



gital surveillance systems, Morocco has imposed severe control in Western Sahara,
affecting both human rights defenders and Sahrawi journalists, especially women.
This strategy has created a climate of systematic repression, forcing the displace-
ment of the civilian population and affecting fundamental rights of movement, priva-
cy and expression to consolidate Morocco’s control over the occupied territory.

Tunisia: In a permanent state of emergency, Tunisia maintains surveillance practi-
ces inherited from the dictatorship to monitor activists, judges, journalists and LGB-
TIQ+ people, using cybercrime laws that allow for the collection of private data and
hacking of devices. Through the Cybercrime Law, more than 40 people have been
detained for their activism, while Global North-funded border surveillance with Libya
tightens repression against migrants and reinforces state control.

Egypt: The Egyptian government uses an advanced cyber-espionage network,
using spyware such as Cytrox’s Predator and censorship technology such as deep
packet inspection (DPI) to intercept communications. It has also blocked more than
600 websites critical of the regime. Digital repression includes harassment and
smear campaigns on social media targeting activists, journalists and human rights
defenders, supported by bots and pro-government accounts, with frequent homo-
phobic and misogynistic attacks.

Lebanon:intelligence agencies extensively monitor civil society communications,
using advanced technologies such as the Dark Caracal cyber-espionage system.
Lebanon’s digital infrastructure is vulnerable, with the country’s largest security
breach being the recent massive attack by Israel targeting Hezbollah militants, invol-
ving the explosion of their devices, cell phones, and walkie-talkies. The Cybercrime
Bureau uses restrictive laws to silence journalists, activists, and bloggers, encoura-
ging self-censorship and shutting down digital content.

Syria: Cyberspace in Syria is heavily regulated and controlled by new legislation
that endorses repressive practices to criminalise freedom of expression and the free
flow of information. The government uses various units of its security apparatus to
monitor communications and regulate internet access. Since the Arab Spring, it has
increased its control, including arresting activists and imposing severe penalties for
disseminating fake news. In addition, electronic armies and hacker groups are used
to hunt down and monitor opponents inside and outside the country. Repression is
particularly intense against the Kurdish population, who face violations of their right
to assembly and freedom of expression.

Palestine: Israel’s occupation of Gaza and the West Bank has enabled the expe-
rimentation and development of surveillance technologies, establishing Israel as
a world leader in this field. This collaboration between the state and cybersecurity
companies is fundamental to sustain the apartheid system that the Palestinian popu-
lation suffers from. The tools of digital repression include the monitoring of human
rights defenders on social media and the use of internet blackouts as collective puni-
shment. The ongoing genocide in Gaza has intensified these rights violations, intro-
ducing the use of artificial intelligence to increase the lethality of attacks. Through
advanced technologies such as facial recognition systems and autonomous wea-
pons, Israel has escalated its control and surveillance of Palestinians, exacerbating
the humanitarian crisis and repression in the region.
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« Jordan: Digital censorship in Jordan has increased significantly in recent years,

mainly affecting LGBTIQ+ activists and journalists. The government uses the Cyber-
crime Law to intimidate and persecute journalists, which has led to the closure of
numerous independent websites. During the recent demonstrations in the Jorda-
nian capital, which escalated following the genocide in Gaza, thousands of survei-
llance cameras have been installed to monitor and document the protests, identif-
ying participants.

Iraq: Digital content censorship and online harassment perpetrated by electronic
armies in Iraq severely affect women and the LGBTIQ+ community. These online at-
tacks often precede physical attacks. Iraq leads the region using digital blackouts,
primarily during social mobilisations and protests. Since 2019, the government has
blocked internet access on 126 occasions, which has contributed to violence against
activists by making it difficult to disseminate information about abuses.

The main mass surveillance trends identified in the region are:

1.

Increased authoritarianism and repression of dissent: Govern-
ments in the region have expanded their capacity to control civil society, limiting the
flow of information and the mobilisation capacity of social movements. This process
has been reinforced since the Arab Spring using technologies that allow the monito-
ring of the population and the control of communications.

Involvement of international companies in the development of
repressive technologies: Companies from Israel, the United States, and Eu-
rope have supplied surveillance and control technologies that governments in the
region use to repress dissidents and spy on human rights defenders and journalists.
This repression is most severe in the occupied territories.

Use of spyware and cyber-espionage: in countries such as Morocco and
Egypt, spyware such as Pegasus allows the surveillance of devices of individuals and
organisations critical of the regime. These technologies enable digital harassment
and the collection of private information to attack the reputations of activists, jour-
nalists, and human rights defenders, limiting the space for activism and freedom of
expression.

Strategies of control on social networks: To control public opinion, di-
sinformation and manipulation campaigns are carried out through fake accounts
that disseminate content that support the regimes and defame opposition figures. In
the case of the LGBTIQ+ population and defenders, differential harassment frequent-
ly uses private information to defame and discredit them. In certain contexts, such as
Irag and Morocco, it has been observed how these strategies aim to make the general
population complicit, with harassment that begins online also extending into public
spaces.

Internet blackouts: Given the organisational potential that the new informa-
tion technologies and social networks represent, this strategy of "disconnection”
has been identified as being used to prevent the organisation and denunciation of
social movements. It has been observed how with these blockades, police repression
increases. In Iraq, Palestine and Syria, this practice is frequent.
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Key findings

1.

Erosion of civic space: Mass surveillance in the Mediterranean region sig-
nificantly limits freedom of expression, organisational capacity and the defence of
human rights by creating a climate of repression that leads, among other effects, to
self-censorship.

International complicity: Governments in the Global North and companies in
these countries have contributed to the development and export of these surveillan-
ce technologies without effective accountability mechanisms, perpetuating impuni-
ty for human rights violations.

Differential impact on vulnerable groups: Women, the LGBTIQ+ com-
munity, migrants and human rights defenders are the most affected, facing not only
surveillance but also specific digital harassment and threats.

4. The role of occupation in the mass surveillance ecosystem: Many
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of the technologies identified are developed and tested on Palestinian people living
under Israeli military occupation. Meanwhile, Morocco has become a key playerin the
development of the sector in the region, severely impacting the rights of the Sahrawi
people. The occupations and genocide are factors that benefit the business ecosys-
tem of surveillance.

Urgent need for regulation: The lack of specific regulations and legal fra-
meworks governing mass surveillance allows governments to abuse these techno-
logies in the name of national security and the fight against terrorism. Protection
mechanisms are ineffective, making it difficult for surveillance victims to find justice
and redress.
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